PingID MFA with Cisco VPN

Solution

Authenticating with Cisco AnyConnect VPN differs slightly from doing so on Single Sign-on applications (like Microsoft Office
programs). It is a good idea to be prepared to authenticate for any application covered by multifactor authentication. When you are
prompted to authenticate yourself, follow the steps for the device you wish to use:

USING A
MOBILE DEVICE

1.0pen the Cisco
AnyConnect
program.

2.Click Connect.

3.Click the Group
dropdown and
select ACS _EA.

4.Enter your login
credentials and
press OK.

5.You are prompted
with validation
options based on
the devices you

already registered.

6.Enter only the
number for the
option you wish to
use. For the mobile
deviceinthis
example, type 1

and press Continue.

7.Takethe
following action on
your mobile device:

*If you have
faceor
fingerprint
recognition
enabled,




identify
yourself as
usual.

*Otherwisg, in
the PingID
app, swipe the
red slider
button up and
wait for the
green
Authenticated
" message.

8. The Cisco VPN
client connects

Using a Mobile Device
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% Cisco AnyConnect | remote.cancer.ong

Answer: | %

1.google Pioel 2
2.Emad 1
3.Desktop Windows
4.Phone 1

Flease select your authenbicabion device:

Continue Cancel

"i Ciseo AmyConnect | remaltecancer.ong

|n Pleace anter your uSermame and password.

Group: ACS ER

LISarmiems: janedos

Password: | #esdessnans]

Authenticated

USING EMAIL

1. Open the Cisco
AnyConnect
program.

2. Click Connect .

3. Click the Group
dropdown and select
ACS EA.

4. Enter your login
credentials and
press OK .

5. Youare
prompted with
validation options




based on the
devices you aready
registered.

6. Enter only the
number for the
option you wish to
use. For the emall
in this example,
type 2 and press
Continue.

7. Check the email
address you
registered.

8. Open the emall
that contains the
authentication code.

9. Return to the
VPN window, enter
the code, and then
click Continue.

10. The Cisco VPN
client connects.
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Fiease select your authentication dewvice:
1.googhe Pixel 2

2.Emai 1

3. Dresktop Windows

4.Phone 1

% Cisco AnyConnect | remote.caner.org

|n| Flease snber your usemame and passsord.
Graoup: ACS_EA
Usermame: | jamnedos

Password:

sEmEsEEmEE |-|
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To suthenticale, pesss snler the one-time

l passcode (OTP) that wad sent 1o your email

USING A
PHONE
CALL

1. Openthe
Cisco
AnyConnect
program.

2. Click
Connect .

3. Click the
Group
dropdown and
select

ACS EA.

4. Enter your
login
credentials
and press OK




5. You are
prompted
with
validation
options based
on the devices
you already
registered.

6. Enter only
the number
for the option
you wish to
use. For the
phone number
inthis
example, type
4 and press
Continue.

7. The phone
you registered
will ring.
Answer the
call and make
note of the
one-time
Passcode.

8. Return to
the VPN
window, enter
the code, then
click
Continue.

9. The Cisco
VPN client
connects
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Using a Phone Call
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Flease select your authentication device:

L.gacgle Pixel 2
2.Emad 1

3. Desctop Windows
4. Phone 1

Continue Cancel
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|n| Please snbter your usermname and passs
Graup: BACS EA
Ussrmame: | janedos

Password: | s+ssssseans
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To authenticate, please enber the o
passcode (OTF) that you recerved v
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USING THE
DESKTOP APP*

1. Open the Cisco
AnyConnect
program.

2. Click Connect .

3. Click the Group
dropdown and select
ACS EA.




4. Enter your login
credentials and
press OK .

Using the Desktop Application
NOTE: You must use the computer you originally used to set up MFA to use this o
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prompted with
validation options
based on the
devices you aready
registered.

™ Cisco AnyConnect | remotecancer.org

- Pease enter your usermname and passwort

Group: ACS EA

Roasmig Secwnby: Password: | seeeesesen 1
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6. Enter only the DN s are eyt
number for the
option you wish to
use. For the
desktop application
in this example,
type 3 and press
Continue.
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7. Open the PinglD T Answer: [ | answes: ]
desktop application. Please select your authentication device: I Please provide your PnglD passcode.

% Cisco AnyConnect | remote.cancer.arg > % Cisco AnyConnect | remate.cancer.org

L.gaogle Pixel 2
2.Email 1
8. Select the Copy 3.Deskctap Windows

button. Fone

9. Return to the
VPN window, use
[Ctrl]+[v] to paste
the code code or
enter it manually,
and then click
Continue.

Continue Cancel Kantinue

10. The Cisco VPN
client connects.

*NOTE: Youmust use
the computer you

originally used to set up
MFA to use this option.

Details

USING A MOBILE DEVICE

1. Open the Cisco AnyConnect program



Click Connect
Click the Group dropdown and select ACS_EA
Enter your login credentials and press OK.
You are prompted with validation options based on the devices you already registered.
Enter only the number for the option you wish to use. For the mobile device in this example, type 1 and press Continue.
Take the following action on your mobile device:
® |f you have face or fingerprint recognition enabled, identify yourself as usual.
® Otherwise, in the PingID app, swipe the red slider button up and wait for the green “Authenticated” message.
® The Cisco VPN client connects.
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USING EMAIL

Open the Cisco AnyConnect program
Click Connect
Click the Group dropdown and select ACS_EA
Enter your login credentials and press OK
You are prompted with validation options based on the devices you already registered
Enter only the number for the option you wish to use. For the email in this example, type 2 and press Continue
Check the email address you registered
Open the email that contains the authentication code
Return to the VPN window, enter the code, and then click Continue
® The Cisco VPN client connects.
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USING A PHONE CALL

Open the Cisco AnyConnect program.
Click Connect.
Click the Group dropdown and select ACS_EA.
Enter your login credentials and press OK.
You are prompted with validation options based on the devices you already registered.
Enter only the number for the option you wish to use. For the phone number in this example, type 4 and press Continue.
The phone you registered will ring. Answer the call and make note of the one-time passcode.
Return to the VPN window, enter the code, then click Continue.
® The Cisco VPN client connects
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USING THE DESKTOP APP*

Open the Cisco AnyConnect program.
Click Connect.
Click the Group dropdown and select ACS_EA.
Enter your login credentials and press OK.
You are prompted with validation options based on the devices you already registered.
Enter only the number for the option you wish to use. For the desktop application in this example, type 3 and press Continue.
Open the PinglD desktop application.
Select the Copy button.
Return to the VPN window, use [Ctrl]+[v] to paste the code or enter it manually, and then click Continue.
® The Cisco VPN client connects.
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*NOTE: You must use the computer you originally used to set up MFA to use this option.

Symptoms



Logging into VPN, received MFA Prompt
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